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JENNIFER E. SIMS 


Foreign Intelligence Liaison: Devils, 
Deals, and Details 


Since the terrorist attacks of 11 September 2001 (9/11), the role of foreign 
intelligence liaison has taken center stage in the global war on terror.' 
Intelligence acquired through foreign liaison is widely credited with having 
helped to thwart attacks in Bahrain, arrest al-Qaeda leaders in Pakistan, 
and chase complicit Taliban from hideouts in Afghanistan. It is also 
blamed for deception and failure. The United States Congress’s Joint 
Intelligence Committee Report on 9/11 noted that, prior to the attacks, 
the U.S. government had come to rely excessively on poorly sourced 
foreign liaison information for its threat assessments. Preliminary reports 
of the 9/11 Commission also criticized intelligence relationships with 
liaison partners, such as Saudi Arabia, as insufficiently productive prior to 
the attacks.” And, according to reports cited in Seymour Hersh’s articles in 
The New Yorker, the same may have been true prior to the war in Iraq.* 

Is there reason for alarm, then, that experts continue to suggest that the 
principal means for augmenting U.S. intelligence collection on al-Qaeda 
should be enhanced reliance on liaison with foreign intelligence services? 

Exploring this question paves new scholarly ground. Most of the literature 
on intelligence sharing and liaison takes a historical rather than analytical 
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perspective, focusing primarily on the relationship between the United States 
and Europe during World War II and the Cold War. Several authors, such as 
Richard J. Aldrich and Jay Jakub, have looked at intelligence liaison among 
NATO allies, particularly the Anglo-American relationship. And, in recent 
years, analysts such as Stéphane Lefebvre have written on intelligence 
liaison in the context of the global terrorist threat with a renewed emphasis 
on transatlantic and intra-European cooperation.* Yet others, such as 
Bradford Westerfield in ‘““America and the World of Intelligence Liaison’” 
and more recently Chris Clough in “‘Quid Pro Quo: The Challenges of 
International Strategic Intelligence Cooperation’’® have explored the many 
ways in which states may cooperate in intelligence affairs. 

But few, if any, previous works have offered a rigorous framework for 
analyzing and comparing the costs and benefits of these relationships 
under varying international circumstances. Apart from adding to the 
conceptual rigor of discussion of intelligence liaison and secret alliances 
more generally, the framework offered here should help governments 
manage the costs, risks and gains of intelligence operations among states.’ 


THE NATURE OF INTELLIGENCE LIAISON 


Answering questions about the costs and benefits of foreign intelligence 
liaison requires a thorough understanding of the subject in theory and in 
U.S. practice. Although sometimes equated with intelligence sharing, 
intelligence liaison is actually better understood as a form of subcontracted 
intelligence collection based on barter.® 


Simple and Complex Liaison 


In theory, intelligence systems collect, analyze, and disseminate information 
on behalf of decisionmakers engaged in protecting and advancing a state’s 
interests in the international system. This process is inherently competitive 
and secretive, even among allies, because the international system is 
essentially one of self-help and anarchy.’ Particularly when the 
international system is multipolar and fluid, “‘friendships’’ between 
governments do not endure and coinciding interests at one moment easily 
diverge at the next. 

That said, occasions for intelligence cooperation arise just as similar 
alliances develop in the world of international politics and diplomacy. 
When they do, intelligence professionals make deals, trading assets for the 
purpose of achieving net gains. Those deals are reflected in liaison 
arrangements that may be as brief and specific as the joint debriefing of a 
defector, or as enduring as the British-American agreement to cooperate 
on signals intelligence—a highly formal arrangement that has persisted and 
deepened since it was begun over fifty years ago.'° States may also 
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cooperate through intelligence channels in order to influence the decisions of 
others—at times revealing sources and methods in order to strengthen such 
influence. Given that the sharing of sensitive source material always 
implies its loss, a fluid international system will tend to both encourage 
sharing and force the expenditure of sources and methods through liaison 
relationships more rapidly than will a static one. 

Liaison arrangements can thus be categorized according to the type of deal 
or mode of cooperation involved. In what may be termed simple intelligence 
liaison, the barter involves only intelligence collection capabilities among the 
concerned parties. For example, two states may agree to exchange 
intelligence on a common target as derived from their respective human 
sources. If their cooperation is restricted to this sole target, which is of 
equal importance to both parties, the liaison arrangement may be 
considered both limited and symmetric. 

In modern intelligence systems, “‘simple’’ intelligence liaison can 
nonetheless involve highly sophisticated or unusual arrangements because 
intelligence collection involves human or technical sensors arrayed on a 
variety of platforms providing access to the target, such as airplanes, ships, 
buildings, and satellites. A liaison arrangement might involve one party’s 
offer to share control of a collection platform, such as a building or ship, 
in return for access to another party’s sensor data or communications 
systems transporting that data. For example, during the Cold War, Turkey 
reportedly provided the U.S. access to territory near its border with the 
Soviet Union in exchange for the ‘“‘take’’ from the listening posts the U.S. 
subsequently established there.'’ This is simple intelligence liaison. 

In contrast, ““complex’’ intelligence liaison involves the bartering of 
intelligence collection assets for some mix of political, intelligence, 
economic, military, or operational goods provided through intelligence 
channels. Such liaison is complex because assessing the symmetry and 
breadth of the relationship involves weighing multiple factors not strictly 
related to intelligence collection. For example, a complex foreign liaison 
relationship might involve the provision of armored cars and bodyguards 
to a foreign political leader (i.e., covert political support) in exchange for 
access to that government’s intelligence on an adversary. In such 
arrangements, intelligence may flow only one way, with the second party 
receiving political, economic, or military “‘goods”’ in return for the first 
party’s access to its sensitive sources. 


Symmetric and Asymmetric 


If simple or complex liaison involves consistently balanced exchanges 
through intelligence channels for both parties over time, the liaison may be 
considered symmetric; by extension, liaison of greater value for one party 
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than for the other must be considered asymmetric. Of course, the phrase 
“‘over time’’ is important; although the advantages of intelligence 
exchanges may become temporarily unbalanced for one party or another 
as threats and capabilities evolve, symmetric liaison should be 
characterized by an expectation of equity in the overall relationship. If 
complacency sets in, formerly symmetric intelligence relationships can 
become asymmetric, costly enterprises for one party, sustained more out of 
institutional inertia and professional courtesy than self-interest. 

The value of a particular liaison arrangement may be measured in both 
direct gains (the intelligence, political support, or military assistance 
received) and the costs that would accompany its loss (the available 
alternatives to collection through this channel should cooperation fail). If 
one party gets a lesser quality of collection from a liaison arrangement 
than does the second, but, unlike the latter, has no alternative means of 
collecting it, then the liaison’s value may actually be judged symmetric or 
even asymmetrically weighted in the first party’s favor. Although some 
analysts have suggested that the “‘depth and breadth” of the gains depend 
on the coincidence of the parties’ overarching security interests, this factor 
seems more likely to be secondary to the coincidence or the clarity of 
intelligence interests involved.'* Thus, United States intelligence sharing 
with a NATO ally, such as Poland, may be less rich than sharing with an 
intelligence ally, such as Colombia or Pakistan. 

Paradoxically, symmetry is to be preferred by both parties, but particularly 
by the one gaining the most out of the relationship. Getting more value than 
one gives in an exchange should be a red flag for the responsible intelligence 
manager: Either the asymmetric relationship is a form of institutionalized 
dependency that, because it can be held hostage by the less dependent 
service, constitutes a potential vulnerability, or the appearance of 
asymmetry is false, and the true gains one’s partner is receiving (such as 
influence over the actions of the partnering state) are masked by effective 
counterintelligence capabilities. In either case, the intelligence service with 
asymmetrical gains should take steps to bind its ally more firmly to the 
relationship, energize its own counterintelligence efforts, and diversify its 
collection in preparation for having to forfeit the liaison “‘take’’ should 
blackmail be threatened. 

Such steps toward symmetry in intelligence channels are difficult, however, 
if the liaison partner’s political interests are hostile, or major disparities in 
power exist between the parties. Increased counterintelligence efforts could 
increase tension and lower the productivity of the relationship. 
Furthermore, the dependent party may not be able to build cooperation in 
other intelligence activities in order to rebalance the asymmetric relationship. 

Asymmetric intelligence liaison relationships are generally more likely, and 
less dangerous, between strategic rather than tactical allies. Strategic allies 
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will accept some degree of specialization—even an asymmetric intelligence 
relationship within an alliance—if the costs of competition in achieving 
independent capabilities are higher than the costs of cooperation. 
Cooperation costs include the counterintelligence necessary to sustain 
decision advantages against significant competitors, some of whom, on 
some issues, may be within the alliance itself. Indeed, the specializations 
involved may lead to net gains for the alliance as a whole through the 
workings of comparative advantage. 

Given that the international system rarely generates complete coincidence 
of interests among competing states, however, the forfeiture of an 
independent capability for threat assessment is risky, even among close 
allies. Canada’s intelligence relationship with the U.S. serves as a good 
example. By sharing intelligence, the U.S. has been able to significantly 
influence its neighbor’s actions with respect to policies ranging from 
border security to Iraq. Yet, from Canada’s standpoint, excessive 
dependence on U.S. intelligence has made Canadian policy vulnerable to 
U.S. intelligence failures. That Canada is now contemplating the 
development of independent intelligence capabilities to decrease the risks 
inherent in this relationship is therefore not surprising. 

Of course, states may attempt to compensate for intelligence asymmetries 
in their favor by providing—outside intelligence channels—political or 
military assistance to partnering states. The U.S. has provided such 
assistance to Pakistan. But such overt compensation rarely eliminates the 
dangers of intelligence dependency inside intelligence channels. Such liaison 
will continue to include heightened risks of manipulation, hostage-taking, 
and penetration because intelligence liaison—which, after all, is a collection 
function—is regarded by the professional services involved as, ideally, an 
apolitical enterprise. Parties either purposely buffer important collection 
relationships from the vagaries of politics or deliberately discount 
purported political alliances that might mask provocative and incompatible 
operations by the “‘allied’’ service. The U.S. liaison relationship with the 
Palestine Liberation Organization may be a good example of the former. 
The Central Intelligence Agency’s (CIA) repeated narrowing of its 
relationship with Israeli intelligence in the wake of Israel’s bombing of 
nuclear sites in Iraq, Jonathan Pollard’s espionage, the “‘leaking”’ of 
intelligence from Israel to China, and Israel’s 1967 attack on the U.S. ship 
Liberty, constitute examples of shifts in intelligence liaison running counter 
to the closeness of the overt political relationship.'? 

When an intelligence service is particularly imbued with an apolitical 
culture, as are the best ones, its calculation of whether to exploit, strong- 
arm, or deeply penetrate a liaison partner may turn less on the risks of 
disrupting the overall political relationship than on the intelligence gains or 
losses. For this reason, among others, policy oversight of liaison practices 
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is so important, and so dangerous if done poorly. The case of Jonathan 
Pollard is the most striking and recent example of an intelligence service’s 
(the Israeli LAKAM or Bureau of Scientific Liaison) miscalculation of the 
political impact of penetrating the U.S., its most important liaison partner. 
As Ephraim Kahana has written: “‘...the damage to Israel’s relations with 
the United States was not worth the intelligence information Pollard 
collected.’’!* 

The question remains how best to structure oversight of such operations. 
In the United States government, policy oversight of liaison has, until 2005, 
largely been the responsibility of the Director of Central Intelligence (DCI). 
In the transition to the new structure, in which a Director of National 
Intelligence (DNI) now heads the Intelligence Community, responsibility 
for oversight of liaison requires urgent clarification. If policy oversight 
reflects little understanding of the nature of liaison, the greatest danger 
may be related to insufficient risk-taking—a problem that seems to 
have bedeviled U.S. liaison relations with Saudi Arabia prior to the attacks 
of 9/11. 


Aaversarial Liaison 


If certain liaison arrangements involve the betrayal of allies, joint collection 
on behalf of respective policymakers at odds or in negotiation with one 
another, or forcibly asymmetric cooperation between services, the liaison 
may be considered adversarial. In such cases, intelligence is exchanged 
despite intelligence interests that do not, in general, coincide. Adversarial 
liaison is not unusual. For example, liaison partners almost always engage 
in some baseline collection against each other for counterintelligence 
purposes, to learn the structure of the partner’s organization, and the 
scope and breadth of its other liaison relationships. This baseline collection 
is not necessarily coincident with the interests of the partner, but is 
recognized as standard practice nonetheless. 

A partner may occasionally provide intelligence on friendly or neutral third 
parties for instrumental purposes, such as to avoid having vulnerable assets 
exposed or eliminated, or to prevent some other form of coercive action. 
If reports of Syria’s provision of intelligence on terrorists are accurate, then 
USS. liaison with Syria may fall into this category.'> In such cases, sharing 
intelligence may reflect neither incipient “‘partnering” with the cooperating 
service nor shared interests. Instead, it might reflect a temporary deal 
designed to forestall unwanted diplomatic or military action by one party, 
as in “Ill give you intelligence if you promise not to invade my country.” 
In such cases, the adversarial liaison relationship must be considered 
asymmetric, with the attendant risks of distortion and manipulation. The 
counterintelligence demands of such adversarial, asymmetric intelligence 
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liaison are extraordinarily high. That the U.S. might seek to regain symmetry 
with such intelligence partners by cooperating on renditions—that is, the 
forcible return of intelligence sources to the partnering service for the 
purpose of interrogation or other law enforcement action—is therefore not 
surprising. 

Of course, an adversarial arrangement could be based on blackmail or a 
back-scratching bargain involving noncoincident objectives: “Ill give you 
intelligence on the terrorists ’'m hiding if you'll give me intelligence on the 
plans of my domestic opposition.’? Given that, in these circumstances, 
professional services are exchanged under some degree of duress, this kind 
of adversarial liaison is the riskiest of all. Yet, such deeply adversarial 
liaison relationships can endure for long periods of time. For example, 
Israel is reported to have had lengthy contacts with the intelligence services 
of several Arab states. 

In sum, when democracies engage in adversarial liaison with the 
intelligence services of hostile powers, special risks are usually involved. An 
adversary interested in tactical bartering will likely seek to use the 
intelligence relationship to further its own ends; its ‘“‘sources’’ must 
therefore be treated as suspect. Moreover, any exposure of the “‘devil’s 
bargain” could bring serious domestic or international political fallout 
unless threat levels are publicly perceived as very high.'° 

Adversarial liaison may also be embedded deep within alliances. As 
mentioned, a multilateral alliance among dominant and subordinate 
powers will foster asymmetrical liaison relationships; these will tend to be 
adversarial to the extent that the exchanges reflect strong-arming by the 
dominant states, either on policy or on collection and analysis. 
Arrangements for intelligence cooperation among members of the Warsaw 
Pact were adversarial to some degree.’’ In this case, the asymmetries led to 
specialization, as each service began to structure its information trading 
according to its comparative advantages. Thus, Bulgaria became associated 
with “‘wet” operations or assassination, while East Germany specialized in 
double agents.'® 

Of course, if each party’s gains in strategic intelligence through 
collaboration do not compensate for its losses from specialization (which 
will usually be the case), the asymmetric nature of the relationships 
involved will likely foster an adversarial dynamic. This will tend to be so 
even if the political relationships are strong; in asymmetrical intelligence 
relationships, analytical perspectives among allies will vary, leading to 
contending policy preferences even when interests coincide. That this tends 
to be true even in strong alliances reflects the anarchic structure of the 
international system. Effective management of liaison relationships 
involves developing an appropriate balance of give and take among 
alliance partners, or in extremis, using intelligence channels to influence the 
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results, as Britain did to the U.S. prior to World War I. Attempts to redress 
imbalances in intelligence exchange with political or economic assistance to 
the disadvantaged party or parties may go some way to soothe troubled 
relations, but these “‘carrots”’ will not solve the problem when major 
national security interests are at stake. Such management issues may be 
most challenging when alliances are forming or dissolving and the 
international system is in flux. The early evolution of the NATO alliance 
provides a good case study in the problems that can evolve in these regards. 


Bilateral or Multilateral 


Although experts have noted that liaison arrangements may involve more 
than two parties, intelligence costs tend to rise and benefits decline as the 
number of parties increases because the importance of ensuring 
competitive advantage in support to policymakers biases most intelligence 
services against sharing sensitive sources in multiparty arrangements.'” The 
quality of the exchange will generally be determined by the least trusted 
(most suspect) member of the group. In general, each party will prefer the 
well-cultivated and closely monitored bilateral arrangement rather than 
exchanges with a group. 

When engaging in a bilateral relationship, experienced intelligence services 
“run the traps’? to make sure that there aren’t unknown beneficiaries 
involved that might make the arrangement effectively multiparty. This 
basic counterintelligence effort may get short shrift if needs are pressing 
and time short, as in the months following the terrorist attacks of 9/11. 
Of course, the preferences of intelligence professionals will tend to take a 
back seat to political or military necessity if the purpose of the intelligence 
liaison is simply to bolster political or military alliances initiated for 
nonintelligence reasons. In such circumstances, intelligence “‘liaison”’ 
arrangements reflect more closely the requirements of joint operations 
than the needs of intelligence gathering, and constitute “liaison” in name only. 
If ‘‘jointness”’ is driven more by political necessity than collection 
requirements, liaison will tend to be heavily defensive in posture, implicitly 
adversarial, and therefore hollow, despite political or military leaders’ 
contrary expectations.”” 

The characteristics of liaison relationships, such as their size, symmetry, 
breadth, complexity, and adversarial nature, are not necessarily correlated. 
Each attribute may vary independently within a given liaison arrangement. 
But the tendency of multilateral liaison to become hollow, for 
counterintelligence threats to rise with asymmetrical or adversarial liaison, 
and for covert action incentives to arise out of complex liaison, suggests 
that calculating the costs and benefits of intelligence liaison is less straight- 
forward and “apolitical” than might otherwise be supposed. 
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THE COSTS AND BENEFITS OF INTELLIGENCE LIAISON 


Apart from these politically motivated, hollow arrangements, states engage 
in true liaison relationships in order to increase their access to sources, 
lower intelligence collection’s costs and risks, enhance the timeliness of 
intelligence for decisionmakers, and establish an infrastructure for 
expanded joint operations. If sources can be properly vetted, liaison 
improves collection by giving the partner immediate access to ‘“‘off-the- 
shelf’ reports from new sensors. It may also improve access to a target 
through new ‘“‘platform’”’ capabilities, such as a site for a radar on an 
adversary’s border. Of course, the vehicle of liaison may also be used for 
deception, covert action, and counterintelligence purposes, but in such 
circumstances “‘liaison”’ serves as a cover for these purposes. 

Liaison arrangements can reduce the risks of collection operations 
against adversaries, particularly if the collaborating party has ethnic, 
geographical, or historical ties that offer improved cover, language skills, 
or physical access to the target. In fact, the United States has often 
used its substantial advantages in technical intelligence collection— 
particularly its space-based assets—to barter for access to the human 
source reporting it is relatively ill-equipped to acquire.*! Indeed, an 
expert observer, Yale University Professor H. Bradford Westerfield, 
went so far as to call U.S. reliance on foreign human intelligence an 
“addiction.’’** Piggybacking on other countries’ collection capabilities 
saves the U.S. government the time and expense of developing its own 
network of spies in such volatile regions as the Middle East and South 
Asia. The process of piggybacking creates institutional familiarity that, 
in turn, permits planning and exercising for joint collection operations. 
Intelligence liaison functions in ways similar to military alliances which 
foster compatibility in business practices and institutionalize joint 
training for future contingencies. 

For all these reasons, the incentive to engage in new liaison arrangements 
tends to increase during periods of rapid change in the international system. 
Because of the nature of cover and the tradecraft involved in developing spies 
and penetration agents, the building of unilateral intelligence collection often 
lags behind shifts in the distribution of power and the perception of threat. 
The deployment of new intelligence assets, whether satellites or human 
beings, involves considerable time and expense. Whenever threats and 
opportunities are generated faster than a state’s intelligence can be 
adjusted to collect against them, that state’s intelligence liaison 
relationships will tend to proliferate in order to fill information gaps by 
using other countries’ established collection assets. Thus, the expansion of 
U.S. intelligence operations during World War II involved the rapid 
evolution of liaison relationships with partners as diverse as the United 
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Kingdom and Nationalist China’s leader, Chiang Kai-Shek. Independent 
U.S. capabilities were relatively slow to develop. 


A Perilous Relationship 


But intelligence liaison also involves significant dangers, both because of its 
nature and the incentives driving it. As indicated, an otherwise weak power 
may be able to inflict considerable strategic damage on a great power by 
manipulating its asymmetric advantages in intelligence liaison relationships 
or by using its counterintelligence apparatus to effectively capture the great 
power’s intelligence system for its own purposes. Israel’s use of U.S. satellite 
imagery for targeting Iraq’s Osirak nuclear reactor in 1981 was just such a 
case. Moreover, if one liaison partner is politically vulnerable, the damage 
from a lost liaison relationship may come as a strategic surprise to the other. 
The fall of the Shah in Iran forced the closure of U.S. intelligence collection 
platforms targeting the Soviet Union and the loss of US. intelligence 
against Soviet ballistic missile tests and associated radars.7* To suppose that 
a volatile international system is likely to induce sudden asymmetries that 
impose substantial and unexpected secret costs on intelligence services 
through their liaison relationships is not much of an extrapolation. 

A rapidly evolving threat environment also encourages the most 
dangerous of all arrangements—“‘bargains with the devil” or adversarial 
liaison relationships. An intelligence system’s need for information can 
foster untested or risky liaison relationships that overwhelm 
counterintelligence capabilities and actually degrade decisionmaking 
through the provision of false, poorly vetted, or misleading information. 
The early stages of World War II offer multiple examples of the problems 
that can arise in these circumstances.** Deception operations rely on 
trusted channels of communication, such as intelligence liaison or double 
agents, for conveying false but plausible stories to the target state. For 
these reasons, professional intelligence services cope with fluid 
international politics by maintaining some measure of cooperation with 
adversaries—if only to prepare the groundwork, such as basic 
counterintelligence, necessary for deeper collaboration if the need should 
arise. Despite their simultaneous association with terrorism, the Syrian, 
Libyan, and Pakistani intelligence services retained at least minimal levels 
of contact with U.S. intelligence services during the 1990s, allowing 
collaboration to grow in the wake of the attacks on the World Trade 
Center and Pentagon in 2001.?° Israel is also reportedly in touch with 
Arab intelligence services on a relatively regular basis.*° 


Being Aware 


The importance of counterintelligence to sound intelligence practice and, by 
extension, all liaison relationships—not just adversarial ones—makes the 
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efficiency of liaison far from clear-cut. As discussed, a state must penetrate its 
liaison partner to determine if losses are likely to exceed gains in the 
relationship, to independently vet the partner’s sources, and to ensure that 
the partner is not penetrated by a hostile third party. This simple logic 
suggests that these same steps are being taken by the state’s partner.”’ 
Given the need to protect against such contingencies, the cost of the 
counterintelligence obligations in a liaison relationship, particularly one 
that is adversarial, can easily exceed the immediate gains in collection for 
either party. Whether a given liaison relationship is worth its costs must be 
constantly reevaluated, not just with respect to present profit but future 
profit as well. 

Of course, counterintelligence cannot protect an intelligence service from 
the failure of its partner to protect information once it has been provided. 
Democratic states with free media and open courts are often considered 
unreliable intelligence partners because of the higher probability of media 
leaks and exposures attending the oversight and judicial processes. From 
an intelligence standpoint, having terrorists or spies arrested and 
prosecuted using sensitive source information provided by a vulnerable 
liaison partner is dangerous unless the originator’s information can be 
protected. The best that most services can arrange in a formal liaison 
arrangement is agreement on instituting the “‘third-party rule,’ which 
requires each party to check with the originator of data before passing 
intelligence to a third party. Such provisions generally work to prevent 
leakage from one intelligence service to another but are no guarantee 
against disclosures made for other reasons, such as conformity with 
oversight rules, domestic requirements for interagency information sharing, 
or release for the purposes of public accountability. The probability of 
leaks goes up as a liaison relationship becomes increasingly adversarial, 
and thus politically contentious domestically. In any case, democratic 
governments pose special risks to those intelligence services contemplating 
the establishment of intelligence liaison with them. 


Swapping Data 

Complex liaisons involving political trade-offs, such as the protection of a 
foreign leader, involve hidden risks for intelligence that can complicate 
smooth relations with policymakers whom the intelligence service supports. 
If, for example, the foreign policy impact of providing protection to a 
foreign leader through intelligence channels goes up, policymakers will 
want to oversee or co-manage the relationship, making it hard to protect 
secrecy as knowledge of the relationship spreads. Policymakers may 
intervene in the relationship, inadvertently politicizing the data collection 
as the liaison service seeks to cater to them. In fact, liaison services often 
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relish such arrangements precisely because they present opportunities to gain 
access to policymakers of the partnering country and influence their 
decisions. But if policymakers do not intervene, a measure of foreign 
policy control falls to the clandestine service providing the political goods 
to its liaison partner. British scholar Richard J. Aldrich has argued that, 
post-9/11, “clandestine agencies may cease to be a supporting arm of 
defense and diplomacy, instead becoming themselves the cutting edge of 
foreign policy.’”’** 

Although this political edge to intelligence liaison is not necessarily 
threatening to policymakers, it can be dangerous to the liaison’s collection 
function. In one unusual case, the complex and adversarial liaison 
relationship that evolved among the Palestinian, Israeli, and U.S. 
intelligence services in the 1990s gradually gained political profile, 
embroiling these services in the politics of the Mideast peace process 
and, according to some critics, eventually undermining the credibility of 
the intelligence generated through these channels.*? When the peace 
negotiations broke down, the blowback affected liaison relationships 
broadly, though apparently temporarily. Mixing political, military, and 
intelligence “‘goods”’ in a liaison relationship risks broader repercussions 
when the relationship goes sour than if the liaison activity is a simple 
intelligence exchange limited to a single target. 

The reverse—sacrificing policy for intelligence—can also occur in complex 
liaison relationships and represents a significant danger as well. At the end of 
World War II, the U.S. intelligence apparatus secretly offered former 
members of Adolf Hitler’s German General Staff exemption from arrest 
and prosecution in exchange for their collaboration on intelligence 
collection against the Soviet Union.*” Unlike the Middle East, where 
intelligence liaison was temporarily exploited for political gain, the German 
case sacrificed political principle for intelligence gain. Whether these were 
the correct calls is not the issue here. Governments need to recognize that 
managing intelligence liaison can involve trade-offs in political and 
intelligence-related gains. These trade-offs, often made in secret, may 
involve conflicting interests at high levels. Arguably, a democratic 
government’s decisions in such cases should be made only at the highest 
levels of government and not either by narrowly engaged policymakers or 
intelligence officials alone. 


The Narrow Line 

Complex liaison relationships are dangerous for other reasons as well— 
particularly in a democracy such as the United States. U.S. law defines 
covert action as any peacetime effort to affect political, economic, or 
military conditions in foreign countries while keeping U.S. sponsorship secret. 
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Executive branch lawyers have determined that complex liaison relationships 
in which the principal purpose of the exchange is intelligence collection do 
not constitute covert action. But should the liaison relationship shift and 
political purposes become primary, notification to the President and a 
covert action “finding” are required. 

Even if covert action is not involved, liaison relationships that involve 
democratic governments in assisting foreign intelligence services with 
repressive domestic operations can subtly undermine U.S. interests through 
a secret and tightly-guarded back door. Given that clandestine agencies 
are primarily responsible for making calculations designed to advance 
national security interests above all else, monitoring the political costs of 
these subtle choices should be the responsibility of policymakers, not only 
that of the intelligence service concerned. 

At present, few oversight mechanisms exist in the U.S. government to 
relieve the CIA of the burden of self-monitoring its liaison relationships. 
The resulting dangers are three-fold: (1) unauthorized covert action might 
inadvertently evolve out of otherwise straightforward, albeit complex, 
liaison relationships; (2) the CIA’s Directorate of Operations may act with 
excessive caution in its liaison relationships for fear of crossing the line 
into covert action and thus losing collection opportunities; and (3) U.S. 
government policies can develop at cross-purposes. For example, a liaison 
relationship involving clandestinely provided protection for a foreign 
leader and the provision of intelligence against his domestic adversaries 
may run counter to other U.S. government programs designed to reduce 
corruption in that leader’s government and promote democratic practices. 
Following the intricacies of evolving liaison relationships in multiple 
countries is generally not feasible for a senior executive such as the 
Director of Central Intelligence (DCI) or even the Director of National 
Intelligence (DNI). But the relationships are far too sensitive for middle 
management to coordinate on an interagency basis. 

In Washington this problem has been partially solved, at least in 
theory, by a provision of the Foreign Service Act which gives 
responsibility for coordination of all U.S. government activities overseas 
to America’s bilateral ambassadors or chiefs of mission. In reality, 
ambassadors are heavily dependent on intelligence chiefs of station to 
keep them informed, and the subject of liaison relationships is rarely 
broached. National security resources flowing to ambassadors have also 
not kept pace with the growing requirements of the job since 9/11. 
Smooth management of liaison and its political ramifications now 
depends almost entirely on the standards set by the CIA’s Deputy 
Director for Operations. And how those chiefs of mission perform their 
coordinating role is beyond the purview of most U-S. intelligence 
oversight mechanisms. 
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RECOMMENDATIONS FOR U.S. CONDUCT OF THE WAR ON TERROR 


This analysis of intelligence liaison has important implications for U.S. policy 
across a wide spectrum—from the promotion of democracy and stability to 
the prosecution of the war on terror. 


Liaison Needed 


Perhaps the most obvious implication is that liaison relationships are going 
to be an increasingly important source of U.S. intelligence collection 
against the mercurial terrorist threat. Cooperative relationships will involve 
sharing collection from technical sensors for tactical operations, to shared 
access to sources, platforms, and processing capabilities, such as 
translation services. Secure and reliable unilateral collection against groups 
of Islamic extremists will take too long to develop to become the principal 
source of U.S. intelligence on the terrorist threat in the next ten to fifteen 
years. 


A Counter Intelligence Priority 


Second, the maintenance of secure liaison arrangements will be expensive and 
cannot be safely pursued ‘‘on the cheap.”’ Significant investment in 
counterintelligence capabilities must accompany any augmentation in U.S. 
intelligence liaison activity. This is especially true since the intelligence 
services best positioned to help the U.S. government with its collection 
needs have adversarial missions, and work for governments that have 
interests often at odds with those of the U.S. For those reasons, 
counterintelligence should now be among the highest collection priorities 
for intelligence systems, and its operations embedded in all ongoing 
intelligence activities. 

U.S. intelligence, currently engaging in multiple asymmetric and 
adversarial relationships with other services, is in an especially dangerous 
position. Other states and transnational networks will see advantages and 
have enhanced opportunities to manipulate U.S. intelligence for their own 
purposes—either seeking to trigger U.S. engagement or to distract U.S. 
policymaking in ways that satisfy the manipulator’s needs. 


Willingness to Soend 


As liaison becomes more of a bulwark of intelligence operations against 
terrorists, more dollars will need to flow to the CIA and the managers of 
the platforms off which they work—primarily U.S. government facilities 
overseas—for financing counterintelligence and operational security. Since 
minimizing the counterintelligence challenges would require reducing to a 
minimum the instigation of policies that run counter to the interests of 
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partnering intelligence services, such a reduction seems highly unlikely, 
and these counterintelligence challenges will probably remain high for 
many years. 


Exploiting U.S. Technology 


Fourth, the U.S. government’s heavy investment in a space-based collection 
apparatus during the Cold War, while not ideally designed for targeting 
terrorists, is not as irrelevant as some analysts have suggested.*! Collection 
should, therefore, probably be targeted against liaison partners as well as 
terrorist cells and, if this is the case, the systems designed for the Soviet 
hard target may prove exceedingly useful. Liaison partners may also wish 
to trade terrorist-related intelligence for data from U.S. technical and 
space-based systems which would otherwise be unavailable to them. 
Exploiting these interests is a sound way for U.S. intelligence to redress the 
asymmetries that would otherwise be entailed in depending on liaison for 
access to human sources. 

Moreover, space-based platforms for data relay provide global “‘reach- 
back’”’ capabilities for field-based operators or “‘leave behind’’ data 
emitters. In recent years, the National Reconnaissance Office’s (NRO) 
approach to technical intelligence has put considerable emphasis on linking 
platforms—be they space, sea, air, or ground-based—that have the 
potential for gaining access to terrorist cells. Space is perhaps the most 
vital domain for ensuring fast, worldwide linkages among operators, 
collectors, policymakers, and intelligence liaison managers, all of whom 
require deeper and more timely connectivity. This said, the chief asset the 
U.S. has brought to bear in haison relationships—its space—based, 
technical collection capabilities—is of declining value against cell-based 
terrorist and insurgent threats.* 


Discriminatory Data Hanaling 


Fifth, Washington has an interest in offering rapid transfer of data-sharing 
technologies, developed for homeland security, to liaison partners 
participating in multilateral exchanges requiring multi-level security. Intra- 
European intelligence sharing is a striking example of the need. As one 
senior German intelligence official has reportedly stated, “The problem 
with intelligence in Europe is that we are far too bureaucratic and 
fragmented across borders. Our security is much less integrated than our 
business or transportation infrastructure.... The extremists also move 
relatively freely across borders. In this sense, ironically, they are more 
European than we are.’’*? Although sensitive source sharing may never 
become smooth or easy, better technical support for discriminatory data 
handling should ease the management and balancing of sensitive 


AND COUNTERINTELLIGENCE VOLUME 19, NUMBER 2 


Downloaded by [UTSA Libraries] at 00:48 07 October 2014 


210 JENNIFER E. SIMS 


relationships among counterterrorist partners engaged in multilateral 
intelligence sharing. 


The Pakistan Connection 


The U.S. must also pay attention to balancing its inherently asymmetric 
intelligence relationship with Pakistan. In the global war on terror, 
collaboration with Pakistan’s intelligence service (ISI) remains highly 
valuable to the U.S. because of the Pakistanis’ access and long-standing 
ties to the Taliban and its al-Qaeda associates. Whereas U.S. intelligence 
officers stand out in predominantly Muslim and South Asian societies, and 
therefore draw suspicion, Pakistani intelligence personnel do not, and 
therefore have a relatively easier time tracking and penetrating groups of 
Islamic extremists. Pakistan also offers a platform for operations against 
al-Qaeda in remote parts of Afghanistan and along the border. 

In exchange, the U.S. government probably provides assistance in tracking 
the terrorists who have several times sought to assassinate Pakistan’s 
president, Pervez Musharraf. But the cost-benefit analysis of this bilateral 
intelligence relationship undoubtedly comes out in the U.S. favor— 
particularly since Washington has no clear unilateral or technical 
alternative to the “‘take”’ it is getting from the Pakistanis. If cooperation 
between the services were to end, U.S. intelligence operations against 
terrorist networks would be gravely damaged, while Pakistan’s intelligence 
capabilities would be largely intact. 

That the U.S. government appears to be seeking to balance the asymmetry in 
its liaison relationship with increased political and military benefits to the 
Pakistani government is therefore not surprising. The Bush administration’s 
policy initiatives, including the declaration of Pakistan as a major ally of the 
US., the careful handling of the A.Q. Khan case, in which the long-standing 
existence of a Pakistani-based nuclear proliferation network was exposed, and 
the increase in U.S. military assistance to Pakistan, are no doubt designed to 
achieve these ends. Yet, if the balancing is primarily underway in the political 
and military realms, and not in the intelligence ones, the counterintelligence 
problems of intelligence asymmetry still exist. Political back-scratching will 
not necessarily find its way down to the intelligence professionals who see 
their job as one of marshalling power for national interests. Finding a way to 
boost counterintelligence and “‘incompatible” or unacknowledged in-country 
operations, while satisfying Pakistan’s intelligence requirements, should be 
high priorities for U.S. intelligence managers.** 


U.S. Vulnerability 


Sixth, the United States is an increasingly problematic liaison partner for 
states vulnerable to terrorist attacks. Given that cooperation will be 


INTERNATIONAL JOURNAL OF INTELLIGENCE 


Downloaded by [UTSA Libraries] at 00:48 07 October 2014 


FOREIGN INTELLIGENCE LIAISON 211 


adversarial to some degree among allies who oppose U.S. policies in other 
areas, such as on Iraq, the chance that disclosures of secret cooperation 
will occur as a result of U.S. government oversight, court proceedings, or 
media leaks during an election year, raises the risks of terrorist retaliation 
or political blowback for those who might otherwise be ready and willing 
to cooperate. 


Oversight of Liaison 


Seventh, and in part because of the problem of leaks, the U.S. government 
oversight of complex intelligence liaison needs to be improved. The 
foregoing analysis of intelligence liaison suggests multiple ways in which 
intelligence operations, disconnected from policy, can take the U.S. in 
unintentionally wrong directions from a policymaking standpoint. But 
constructive oversight must be two-pronged: the Executive branch must 
work to ensure that intelligence is not driving foreign policy through secret 
liaison channels; and Congress must oversee intelligence to ensure that 
policymakers are not forcing the politicization of collection by trying to 
manage sensitive liaison relationships for political purposes. Perhaps most 
important of all, the partisan nature of current oversight by Congressional 
committees must be changed if the United States is not to lose vital liaison 
information as a result of counterintelligence calculations made by U.S. 
partners. 


Disadvantages of Sharing 


Finally, U.S. managers of homeland security need to recognize that breaking 
down the walls between law enforcement and intelligence for domestic 
security reasons carries the risk of lowering the likelihood that foreign 
intelligence services will willingly share their sensitive sources with U.S. 
intelligence. An increased risk that intelligence will be divulged to local law 
enforcement officials or in a court of law will decrease the likelihood of 
deep or consistent sharing of sensitive source material. For this reason, 
intelligence and counterintelligence officials have sought gag rules and 
unprecedented secrecy in prosecuting suspected terrorists. Foreign 
intelligence liaison and its requirements lie at the heart of the rationale for 
these policies. Whereas the U.S. government may feel confident in its 
abilities to protect classified information in court proceedings, foreign 
partners may be less confident of this, particularly when the lives of 
human sources are at stake. The flip side of this point is that U.S. law 
enforcement information shared with the CIA should be subject to law 
enforcement vetting before being shared through intelligence liaison 
channels. For this reason, the role of U.S. ambassadors as coordinators of 
law enforcement and intelligence interests overseas must be understood by 
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all U.S. government agencies involved. The era may be over when the United 
States could place under-trained political appointees in such sensitive 
positions. 

Given the difficulties of managing foreign liaison relationships, especially 
complex ones in which political or military deals are struck, the U.S. 
government needs to balance its dependency with a renewed commitment 
to collection assets in which it has a comparative advantage, such as space- 
based platforms, and new initiatives to develop unilateral human sources 
as well. Deep penetration agents require even tighter restrictions on 
divulging sources and methods in the intelligence-sharing process than 
currently exist. The post-9/11 emphasis on intelligence-sharing between 
agencies and governments needs to be accompanied by recognition of the 
difference between sharing secret assessments and sharing top secret 
sources, which are the most valuable and perishable of all. Serious thought 
must be given to a selective deepening of secrecy in the United States even 
as—or in order to ensure that—intelligence is more broadly shared. 
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can include collaboration in any intelligence activity—including, for example, 
analysis and training. While such activities may be part of a liaison 
relationship, true liaison, as defined here, must incorporate the intent to 
augment collection as part of the arrangement. Otherwise, form may be 
confused with substance. Westerfield’s definition is therefore unsatisfying, as it 
mixes motives and obscures the measures of value that must accompany any 
long-standing liaison relationship. Joint training may be part of an 
institutionalized liaison relationship and may briefly dominate that relationship, 
but such training must over time improve collection or risk classification as 
covert action or foreign aid. That it might be called intelligence liaison is 
irrelevant to the conceptual definition of the phenomenon. Similarly, sharing of 
analysis is worthless from an intelligence standpoint unless the recipients have a 
way of establishing the credibility of the underlying sources, in which case the 
analytical sharing is a gateway to shared collection. If no sourcing is offered, 
institutionalized analytical exchange becomes an exercise in influence and 
exhortation—the kind of effort the U.S. government pursued in seeking UN 
sanction for going to war in Iraq. One does not expend resources improving 
the analytic capabilities of a partner service unless one expects to get returns 
for the trouble; those returns are almost always measured either in terms of 
political gain (covert action or enhanced influence) or intelligence gain 
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